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Abstract- Communication system recognition can be used in some civilian and military
applications. The recognition of the system is done by inspecting the received signal properties
like modulation type, carrier frequency, baud rate and so on. Therefore we need Automatic
Modulation Recognition (AMR) in addition to carrier and baud rate estimation methods. In this
paper we introduce a new AMR method based on time and spectral domain features of the
received signal. A neural network is used as the classifier. A broad class of analog and digital
modulations is considered. Baud rate and carrier frequency estimation is performed by existing
methods referred to in this paper. Using this information the protocol used for signal transmission
is detected.
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1. INTRODUCTION

Communication systems recognition can be used in some civilian and military applications. In order to
accomplish the task, one should be able to extract some information from the detected signal. Recognizing
the modulating scheme is an important step forward in this task.

Different methods of Automatic Modulation Recognition (AMR) can be categorized into two broad
fields: Pattern Recognition and Decision Theoretic Approaches. In the past, decision making was the main
method used by researchers like [1-6]; but in recent researches, pattern recognition methods are dominant,
especially using neural networks. Some of the papers dealing with this subject include [7-11]. The aim of
this paper is to introduce a proper method in order to automatically recognize the modulating scheme and
data communication protocol.

Consider the case where decoding the data content of a previously unknown received signa is tried.
In order to decode the data correctly we need some information from the received signal to be able to
extract the data. In [12] a three step method for data decoding from an unknown received signal is
introduced (Fig. 1). Actualy the gap between the AMR step and the decoding step istoo large, making the
final step extremely difficult to achieve.

We propose an additional step named protocol recognition asin Fig. 2. In this paper we will introduce
a new modulation classifier using features of the received signal in both time and spectra domain. Then
using the modulation type in addition to the estimated baud rate and carrier frequency, the communication
system type can be recognized using a database of system protocol features. There are a number of

“Received by the editors November 26, 2004; final revised form December 9, 2006.
**Corresponding author



776 A. R. Attar / et al

different methods for AMR introduced in the literature. Table 1 presents a brief review on the different
approaches to the AMR problem.

A A
Output Output

Information Information

Recognition
AMR AMR
. Input ;
Detect Detection
> Information
Fig. 1. The input/output information relationship Fig. 2. The proposed input/output information relationship

Most of these methods have been proposed for a limited number of modulations. For example,
extensive works are done to classify MPSK signals [1, 2, 5 and 16]. On the other hand each method uses
its own assumptions about the known parameters of the received signal such as carrier frequency, SNR,
baud rate and so on. So, combining different methods to recognize a broader class of modulation typesis
not a simple task. Consider, for example, a method designed to classify MPSK signals and another method
for classification of MFSK signals. Besides any other different known and unknown parameter
assumptions, the former method assumes that input signals are solely PSK modulated, but with different
M. Therefore the response of the method to other signals, for example FSK signals, is not known. The
problem is more severe if the methods assume different previously known parameters like SNR or carrier
frequency.

The modulation set chosen in this paper includes AM, LSSB, USSB, FM, MASK, MPSK, MFSK all
for M=2, 4, 8 and MSK (minimum shift keying). According to Table 1 there are a number of different
methods to classify subsets of the above mentioned modulation schemes, but there is nho method to
recognize al of these 14 modulation schemes. We use some of the features introduced previously in the
literature in our classification problem.

The above modulation schemes are selected from nine communication systems that we try to
recognize. We have chosen the systems with different modulation schemes in order to increase the
generaity of our method. These systems are ACARS, ALE, ATIS, FMS-BOS, PACTOR-II, PSK31,
DGPS, GOLAY and ERMES. Successful recognition of these sample systems makes it easier to expand
our method to other communication systems. Table 2 gives a brief description of the chosen
communication systems.

The problem definition and introducing the selected features used in the proposed AMR method is
presented in Section 2. Section 3 is devoted to the proposed classifier which is a neural network. The
carrier and baud rate estimation and the proposed system recognition method is introduced in Section 4.
Results of simulation are presented in Section 5 and finally, conclusions are given in Section 6.
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Table 1. Different approaches to the AMR problem
Approach Features Type Classification Method Modulation Classes Comments
Liedtke Approach [13]| Time domain features | Pattern recognition ASKZ’FSKKZ éPCS\P;VZ’PSKA"PS SNR>18dB
Kim-Polydores - . . known f;
Approach [14] Likelihood ratio Decision theory BPSK,QPSK synch. case
Whechdl, et. d Time domain features Pattern recognition |AM,DSB,SSB,FM,CW,QPS
Approach [15] (Neural Network) K,QASK
Hsue-Soliman Time domain features | Pattern recognition MPSK,MFSK SNR>15dB
Approach [1]
Soliman-Hsue : . .
Approach [16] Time domain features | Pattern recognition MPSK
. o AM,LSSB,USSB,FM,ASK,
GhAa”"rLo‘:C“r?'[]E?”e Spectral features F(’iltgp alre,\‘fgt%cgr'li’)” BPSK,QPSK
PP NCFSK,CPFSK FSK,CW
. . s PSK2,PSK4,PSK8,0QPSK,
kg;lrz_ascihl[gg Time domain features F(’,a\ltgrp alrel\(l:gt%grllg)n MSK,QAM16
QAM64,FSK2,FSK4,FSK8
Hung-Polydores known f ,bit
g-roly Likelihood ratio Decision theory MPSK rate,SNR and signal
Approach [2]
power
Azzouz-Nandi Time domain and AM,LSSB,USSB,VSB,FM,
Approach spectral features Pattern recognition ASK2,ASK4
[17-20] PSK2,PSK4,FSK2,FSK4
Al-Jli IE 2A1]p Proach | e domain features | Pattern recognition LSSB,USSB
Hero-Hadingjad : .
Time domain features s
Mahrarr[12A2]pproach (constellation shape) Pattern recognition MPSK,QAM
known f; ,bit
Sills Approach [23] Likelihood ratio Decision theory BPSKSAPal;,ZSS'SAIT\;I(gﬁ\M 16 rate,SNR and synch.
' and coherency
Lallo Approach [24] Spectral features Pattern recognition MPSK,QAM,MFSK
Mobasseri Approach | Time domain features .
7] (constellation shape) Pattern recognition QAM
Boudreau -et. & Azzous and Nandi .
Approach [4] Features[24] Pattern recognition |AM,FM,CW,DSB,FSK,PSK
L opatka-Pedzisz Time domain features . known f,
Approach [25] Pattern recognition | ASK,4DPSK,16QAM,FSK SNR>50B
Nandi-Wong Time domain and Pattern recognition |ASK2,ASK4,BPSK,QPSK,H
Approach [§] spectral features (Neural Network) |SK2,FSK4 QAM16,QAM64
. Time domain features | Pattern recognition :
TairaApproach [11] | el ation shape) | (Neural Network) High level QAM
Kalinin-Kavalov Pattern recoanition known f. ,symbol
Approach Time domain features (Neural N et%vork) BPSK,QPSK,QAM16 |duration, signal power
[26 and 27] and coherency
Delgosha-Menhaj . . Pattern recognition
Approach [29] Time domain features (Neural Network) QPSK,SQPSK,MSK SNR>8dB
Ramakonar-et. a Time domain features | Pattern recognition FSK4,FSK8
Approach [31]
Spoone[rsg]p proach Time domain features | Pattern recognition QAM,PSK
Nikoofar-et al. Time domain features .
Approach [28] (constellation shape) Pattern recognition QAM,PSK
December 2006 Iranian Journal of Science & Technology, Volume 30, Number B6




778

A. R. Attar / et al

Table 2. The selected communication systems description

System

Modulation

Comment

Baud rate

Frequency band

Application

ACARS

FSK-AM

2400 BPS

VHF

Aircraft
Communication
Addressing and

Reporting System

ALE

FSK-SSB

125 BPS

HF

Automatic Link
Establishment in HF
radio systems

ATIS

FSK-FM

FSK
F1=1300 HZ
F2=2100 HZ

1200 BPS

VHF UHF

Automatic
Transmitter
Identification
System in VHF-
UHF radio systems

FMS-BOS

FSK-FM
ORFSK

FSK
F1=1200 HZ
F2=1800 HZ

1200 BPS

VHF

radio signaling
system for security

authorities and

organizations

GOLAY

FSK

300/600 BPS

VHF

aproprietary paging
system

ERMES

4PAM-FM
(4-FSK)

3125 BPS

VHF UHF

European Radio
Message Standard

PACTOR-II

DBPSK DQPSK

D8PSK

100 BPS

HF

data transmission
system for radio
amateur use

PSK31

DBPSK DQPSK

31.25 BPS

HF

text conversations
between two or
more parties for

radio amateur use

DGPS

MSK

100/200 BPS

HF

Differential Global

Positioning System

2. PROBLEM DEFINITION AND THE SELECTED FEATURES

Each type of modulation technique changes some parameters of the carrier signal according to the
message to be sent. The main parameters of the carrier signal are frequency, phase and amplitude. So in
order to recognize different modulation schemes, we should find some features that show the variation of

these parameters.

FM and AM analog modulations are described according to the following formula[32]

y(O)=A[1+mx(D)]cos 7 f,t+k, j x(t)dt)

D)

where m is the AM modulation depth, Ky is FM modulation index, x(t) is the modulating signal and f; is
the carrier frequency.

The digital modulations are represented as [33]

MASK: S_(t)=Re[A U(t)e’*"] m=12..M
(278 1427 (m-1)]
MPSK: S, (t)=Re[AU(t)e ~ M 1 m=12 ..M
MFSK: S, (t) = Re[AU (t)e!?(*)'] m=12,..M

Minimum shift keying can be described as continuous phase modulation according to
. 1 nz
MSK: S(t)ZACOS[Zﬂ'(fC+E|n)t—7|n+0n] ntStS(n+l)T
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n-1
Where 6, =zh z I, ., |,aredataamplitudesand h is called modulation index.
k=-o0

Now we need some features to show the variation in amplitude, phase and frequency of the received
signal.

According to Table 1, many different features have been introduced previously to classify subsets of
the modulation schemes considered in this paper, but there is no method to recognize all of them
simultaneously. So both time domain features introduced by Azzouz and Nandi [17] and spectral features
proposed by Ghani and Lamontagne[10] are used for our classification problem. But there are some
difficulties in combining the selected set of features in a way to make the proposed system efficient and
reliable. Since we have used the neural networks as our classifier it is possible to use the hierarchical
method for classification [9]. Therefore we consider AM, LSSB, USSB, FM, ASK2, ASK4, PSK2, PSK4,
FSK2 and FSK4 as metagroupl and the remaining ones (ASK8, PSK8, FSK8 and MSK) as metagroup2.
We use two different neural networks with two different features for the two mentioned metagroups. The
first neural network classifies the received signal in AM, LSSB, USSB, FM, ASK2, ASK4, PSK2, PSK4,
FSK2, FSK4 and metagroup?. If the signal is classified as metagroup?2 by the first neural network (Fig. 3),
then the second neural network classifiesit in ASK8, PSK8, FSK8 and MSK.

For metagroupl we use the nine time domain features proposed by Azzouz and Nandi [17] which are
described in Table 3 and are evaluated as follows:

1-7m = MaX|DFT (a, (i))|” / Ns (4)

Ns: Number of samples per block
a,, : Normalized-centered instantaneous amplitude

26y - \/1/c< S hM-We ¥ [0y )2 (5)

a, (i)>a an (i)>a

¢y, - Centered-nonlinear component of instantaneous phase, C: Number of samples in ¢, for which

a, (i) > a,, thethreshold value of a (i) = L)_ and a(i) isthe instantaneous amplitude.
mean(a(i))
3 oy = \/ﬂc( > R M) -We Xon ) (6)
a, (i)>a a, (i)>a
4p-f=R (7
P.+PR,
where
fcn 2 fcn ] ) fc N s
PL:Z‘XC(I)‘ ! l:)U :z‘xc(|+f0n +1)‘ 1 fcn: f _1
i=1 i=1 S
X (i) : Fourier transform of RF signal
>0, = \/1/ Ns(i a2 (i) - (1/ Nsi\am (i)))? )
i=1 i=1
6 oy = \/1/0( > @) -We X[fy@)? ©
an (i)>a ay (i)>a
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f\ () : Normalized-centered instantaneous frequency

I, = \/1/c( YaZ(i)-Wc Yag(i)? (10)
an (0>, an (0>,

SNTECAONE
where E{} means Expected value.

o E{f)
0- - N 12
e T ECR2 32 (2

f\ 1 Normalized-centered instantaneous frequency

Table 3. Time domain features [17]

Feature Description
¥ e Maximum value of the spectral power density of the normalized-centered instantaneous
amplitude of the signal
o Standard deviation of the absolute value of the centered non-linear component of the
o instantaneous phase, evaluated over the non-weak intervals of the signal
oy Standard deviation of the centered non-linear component of the instantaneous phase,
P evaluated over the non-weak intervals of the signal
P I's used for measuring the spectrum symmetry around the carrier frequency
o Standard deviation of the absolute value of the normalized- centered instantaneous
o amplitude of the signal
o Standard deviation of the absolute value of the normalized-centered instantaneous
af freguency, evaluated over the non-weak intervals of the signal
o Standard deviation of the normalized-centered instantaneous amplitude, evaluated over
2 the non-weak intervals of the signal
,sz Kurtosis of the normalized-centered instantaneous amplitude of the signal
u 4fz Kurtosis of the normalized-centered instantaneous frequency of the signa

For the second metagroup we use the spectrum of the signal as the feature as proposed in [10]. In this
neural network, the Welsh periodogram of the signal is used as a feature for classification. To reduce the
dimension of the input data, the main lobe of the periodogram containing most of the information is used
and the remaining parts are discarded. The proper interval of periodogram is chosen after checking al the
modulation set spectrums. It is trivial that signals with a higher bit rate will take more bandwidth than
lower bit rates. Therefore, in order to choose the proper interval of the spectrum, the highest bit rate in our
data base, which belongs to ERMES protocol (3125 bps), is considered. We have used 256 point FFT and
it seemsthat a 6 point interval around a carrier frequency which has a 28.125 KHz bandwidth contains the
proper portion of the main lobe. Hence we are sure that the selected interval will contain the main lobe of
the spectrum of other systems with lower bit rates.

The classification procedure is performed frame by frame. For the first neural network each frame
contains 2048 samples of the received signal. The modulating scheme is deduced after the integration of
the result of all available signal frames. The modulating scheme with the greatest number of recurrencesis
considered as the modulating scheme. For the second neural network, the features are extracted from the
signal frames of 8192 sample lengths for better spectrum estimation. Again each frame is considered
separately and the final decision is made after integrating the result of each frame classification.
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3. NEURAL NETWORK STRUCTURE

We have used the concept of hierarchical neural networks described in [9]. In this method classification
can be done in successive steps. The outputs can be classified in groups called metagroups and the neural
network classifies these metagroups first. Then classification can be done within each metagroup in the
same manner. Our neural network classifies two metagroups mentioned in part 2. The input data is
classified as one of the first metagroup members or just as metagroup 2. So we do not need an additional
neural network for classification of the first metagroup subsets, however signals belonging to the second
metagroup are classified to the final output result using another neural network structure. This method is
shownin Fig. 3.

In Fig. 3, Netl is afeed forward neural network with two hidden layers. The structure is chosen after
extensive simulation tests. The number of nodes is 9 in the input layer, 75 in the first hidden layer, 75 in
the second hidden layer and 11 in the output layer. The number of nodes is chosen to get the best
performance results. The activation function used is log-sigmoid in the input and two hidden layers and a
pure linear function in the output layer. The network is trained using a variable rate back propagation
learning algorithm [36]. This training scheme converges faster and avoids falling in a shallow minimum,
leading to better results.

With standard steepest descent, the learning rate is held constant throughout training. The
performance of the algorithm is very sensitive to the proper setting of the learning rate. If the learning rate
is set too high, the agorithm can oscillate and become unstable. If the learning rate is too smal, the
algorithm takes too long to converge. It is not practical to determine the optimal setting for the learning
rate before training, and, in fact, the optimal learning rate changes during the training process as the
algorithm moves across the performance surface.

The performance of the steepest descent algorithm can be improved if we alow the learning rate to
change during the training process. An adaptive learning rate attempts to keep the learning step size as
large as possible while keeping learning stable. The learning rate is made responsive to the complexity of
thelocal error surface.

In adaptive learning rate, the training procedure is as follows. First, the initial network output and
error are calculated. At each epoch new weights and biases are calculated using the current learning rate.
New outputs and errors are then calculated. If the new error exceeds the old error by more than a
predefined ratio, (1.04 in our simulations), the new weights and biases are discarded. In addition, the
learning rate is decreased (by multiplying by 0.7 in our simulations). Otherwise, the new weights, etc., are
kept. If the new error isless than the old error, the learning rate is increased (by multiplying by 1.05 in our
simulations). This procedure increases the learning rate, but only to the extent that the network can learn
without large error increases.

The second neural network named Net2 in Fig. 3 is a one hidden layer feed forward neural network
that is trained using the same method as Net1. It has only one input node. There are 80 nodes in its hidden
layer and log-sigmoid function is used in its input and the hidden layer and a pure linear function in the
output layer.

For each modulation type we have used 240 blocks of data each containing 2048 samples of the signal
with SNRs varying from O to 55 dB for training the networks and another set of the same size but different
from those used for training as the test set. The SNR levels are increased in 5dB steps. Therefore 12 levels
of SNR is used and each 20 frames of data is in one SNR level. The stop margin of training was 300
epochs or an RMS rate of less than 0.01. The maximum value of output nodes is considered for a
classification result.
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Fig. 3. The neural network structure used in our method

4. SYSTEM RECOGNITION

Figure 4a depicts the general block diagram of the proposed signal intercept system. As this figure shows,
the whole expected radio frequency (RF) spectrum is searched for signal presence using a scanning energy
detector receiver. As soon as the presence of a signal is detected (Si(t)), its frequency band is down
converted to intermediate frequency (IF). In this step we have only a rough estimate of the carrier
frequency(fre). The IF signal (Sy(t)) is processed by an AMR block using the presented algorithms of
Sections 2 and 3. The precise carrier frequency is aso estimated (f.). For carrier frequency estimation we
have used the zero crossing method of [1] with some modifications. Using the recognized modulation type
(Mod. Typ.) and the estimated carrier frequency (f.) the demodulated signal can be derived (x[n]).

The system recognition block in Fig. 4a, uses f. , fzr , Mod. Typ. and x[n] and recognizes the
communication system type.

The main features of the 9 systems used in the system recognition process (modulation scheme, bit
rate and carrier frequency) are presented in Table 2. Further details can be found in [35]. Fig. 4.b shows
the proposed system recognition decision tree. In the proposed scheme we need two main blocks, baud
rate estimator and carrier frequency estimator.

For carrier frequency estimation we have used the zero crossing method of [1] with some
modifications and the baud rate is estimated using the method proposed in [34].

Using the recognized modulation type, estimated carrier frequency and baud rate, the system can be
recognized using the decision tree given in Fig. 4.b. It should be noted that according to Table 2, some of
the systems use two-step modulations. For example ACARS (Aircraft Communication Addressing and
Reporting System) uses FSK modulation for base band modulation of data and then AM modulates the
resultant signal in VHF band. FMS-BOS also uses a two-step modulation FSK-FM. In these cases the final
modulation type is recognized and the system can be recognized by processing the demodulated signal.

It can be seen that our proposed AMR algorithm can recognize more modulation classes than are
used in the 9 communication systems of Table 2. So, although we considered nine classes of
communication systems in this research, expanding the number of classes is straightforward using the
principles given here. According to Fig. 4, it can be seen that the main source of error in system
classification is the AMR error. Due to a large difference in baud rate or carrier frequency, the
classification based on these two parameters has a negligible error relative to the AMR error( The
simulations show that for SNR>15dB the classification error between ATIS and FMS-BOS due to the
carrier frequency estimation error is less than 0.5 percent and the baud rate classification error is almost
zero). So in the next section we solely present the performance of the AMR algorithm.
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5. SIMULATION RESULTS

" X[n]: demodulated signal

783

For simulation we choose an IF frequency equal to 150 KHz for our simulations. Two parameters which
affect the selection of IF frequency are baud rate and the modulation type. The highest baud rate has the
widest spectrum and the modulation type aso affects the spectrum width. In our case 150 KHz value for
IF frequency is chosen according to these parameters. The IF signals are sampled with a 1200 KHz
sampling frequency which is high enough to avoid aliasing. In order to make our decision more reliable, at
least afew bits of information should be received.
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Two separate sets of signals have been used for training and testing the neural network. The results
are presented in Tables 4 and 5. It should be mentioned that the results have been evaluated considering 20
frames of signal in each SNR. In Tables 4 and 5 the performance of the neural network for Classl and 2
signalsis presented separately. The whole performance has been shown in Table 6.

Table 4. The percent of correct decision probability of the first class

SNR(dB) 0 5 15 25 35 45 55
AM 87.51 %0 %0 100 100 100 100
LSSB 15 55.5 % 100 100 100 100
USSB 17 85.7 %5 100 100 100 100
FM 90 85 EN) 100 100 100 100
ASK?2 90 100 100 100 100 100 100
ASK4 80 100 100 100 100 100 100
PSK2 10 35 80 100 100 100 100
PSK4 15 65 9% 100 100 100 100
FSK2 85 75 100 100 100 100 100
FSK4 75 100 100 100 100 100 100

Table 5. The correct decision probability of the second class

SNR 0dB |5dB | 15dB | 25dB | 35dB | 45dB | 55dB
ASKS8 15 60 80 100 100 100 100

PSK8 45 70 90 95 100 100 100
FSK8 30 75 87.5 97 100 100 100
MSK 20 60 95 100 100 100 100

Table 6. Simulation results: Input modulations vs. deduced modulations at 15dB SNR

Input : .
Modulation Recognized Modul ation scheme
AM |LSSB| USSB | FM | MASK MPSK MFSK |[MSK
AM 90% | - - - 10% - - -
LSSB - | 90% - - - 5.5% 35% | 1%
USSB - - 95% - - 4% 1% -
FM - - - 90% - - 10% -
ASK?2 - - - - 100% - - -
ASK4 - - - - 100% - - -
ASK8 20% | - - - 80% - - -
PSK2 - - - - - 80%-20%(error) - -
PSK4 - - - - - 95%-5%(error) - -
PSK8 - - - - - 90%-10%(error) - -
FSK2 - - - - - - 100% | -
FSK4 - - - - - - 100% | -
FSK8 - - - |13.5% - - 875% | -
MSK - - - 0.5% - - 45% | 95%

Although the modulation subset considered in this paper is different from that of [17] and [10], we
compare the performance of our method with the methods of Azzouz[17] and Ghani[10] in Table 7 at
SNR equal to 15 dB. Asit is clear from Table 7, the proposed method presented in this paper has almost
the same performance compared to [17] and [10], but in a broader class of modulations.
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Table 7. Comparison of our method with Azouz[17] and Ghani[10] at 15 dB SNR

AM |LSSB| USSB | FM | ASK2 | ASK4 | PSK2 | PSK4 | FSK2 | FSK4
Azzouz [17] | 885 | 99.8 985 | 901 | 96.8 86.5 99.5 96.8 99 99.5

Ghani [10] | 97.1 | 99.2 99 899 | 961 | ------ 96.8 99.1 100 | ------
Our Method 90 90 95 90 100 100 85 95 100 100

We have also investigated the result of the reduction of the frame length. As one might expect,
reducing the frame length decreases the number of bits of information in the frame and can reduce our
decision reliability drastically. The results shown in Fig. 5 indicate that, the number of bits less than 5
makes the correct decision impossible. Although this figure has been obtained for PSK31 protocol with
31.25 baud, it can be used as a figure of merit for all other protocols too. In the simulations corresponding
to Fig. 5, for testing the effect of the number of received bits on the decision, we assumed a noise-less
channel, so the result does not contain the effect of SNR levels.

Effect of number of samples on decision

1

Error percent
g

2 4 6 8 10 12 14 16 18 20
Number of bits

Fig. 5. Effect of number of bits on decision error

Figure 6 shows the effect of the number of frames on decision errors. Because the decision is made on
aframe basis, it is expected that integrating the decision results on more frames will increase the accuracy.
In this situation, athough each frame is classified independently by the neural network as a modulation
type, a group of frames are considered together for integration before final decision making. As the
number of frames in the integration process increases, the error reduces.

Effect of number of frames on correct decision
B0 v . . T .
=&~ 0 dB
- 5dB
-»— 15dB
25dB |
- 35d8
-a- 45d8
55dB

50

&
=]

Error Percent
w
=

20

9

i -3 g

1 2 3 4 5 ] 7 8 k] 10
No. of Frames

Fig. 6. Effect of frame number on average decision error
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The next step is to estimate carrier frequency and baud rate. Using the methods mentioned in Section
4, the carrier frequency and baud rate can be estimated effectively in SNRs above 15 dB. Fig. 7 shows
both carrier frequency and baud rate RM S(root mean square) estimation error in percentage. In Fig. 7athe
performance of the baud rate estimator is considered against noise where carrier frequency is assumed to
be known exactly. But in Fig. 7b the effect of carrier frequency estimation error on the performance of the
baud rate estimator is evaluated. In this figure the noise is not considered. The results are obtained for a
carrier frequency equal to 150 KHz, and obviously depend on the carrier frequency. But it can be seen that
the performance of the baud rate estimator decreases as the carrier frequency estimation error increases.

Carrier frequency and Baud rate estimation error Baud rate estimation error due to Carrier error
60 T

T 40
=8— Carrler error
g —&— Baud rate error

35
50

30

40+

25 q

30+ 20

Error Percent

15
20

Baud rate Error Percent

10

10

H T i i
a 20 40 60 L] 20 40 60
SNR Carrier error percent

Fig. (;1) Carrier frequency and baud rate esti matio%b)error

In our application the baud rate estimation error is not as important as the carrier frequency estimation
error. A rough estimation of the baud rate can be used in the system database table to match the nearest
value. However the effect of the estimation error of the carrier frequency is more severe. This is why the
simple but fast baud rate estimator of [34] can be effectively used in our method.

Using the recognized modulation scheme and estimated baud rate and carrier frequency and
comparing this information with the known expected values for the nine systems mentioned earlier, the
protocol can be recognized.

6. CONCLUSION

We have developed a method for recognition of communication systems based on modulation recognition
and baud rate and carrier frequency estimation. For automatic modulation recognition we have devel oped
a new method based on two different sets of features which have been proposed in the literature for
different applications, to recognize a wide set of 14 modulation schemes. These modulation schemes have
not been considered together in a classification problem previously. The proposed AMR method does not
need a prior knowledge of SNR, carrier phase and symbol rate. The classification procedure is performed
by the hierarchical neural network. The back propagation training method with a variable learning rate is
used. Simulation results show that the overall performance of the AMR method used in this paper is above
75%, even in SNR as low as 5 dB. For SNR above 35 dB, the performance reaches 100%. Although we
considered nine classes of communication systems in this research, expanding the number of classes is
straightforward using the principles given here.
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