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Abstract

Introduction

In recent decades, the rapid advancement of artificial intelligence (Al),
particularly in the fields of big data analytics and machine learning, has led
to the widespread adoption of recommender systems. The primary purpose
of these systems is to analyze user behavior and preferences in order to
provide personalized suggestions that enhance user experience and improve
the efficiency and profitability of organizations. However, the extensive
deployment of Al-based recommender systems has also given rise to a series
of complex legal and ethical challenges. Among the most critical issues are
the violation of user privacy through the uncontrolled collection and
processing of personal data, algorithmic discrimination resulting from biased
datasets, the opacity of automated decision-making processes, and the
absence of a clear framework for accountability among developers, platform
operators, and users. The primary aim of this research is to conduct a
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comprehensive analysis of the legal and ethical implications associated with
the use of recommender systems and to propose legal and managerial
strategies for promoting transparency, fairness, and accountability within
these systems. The study seeks to strike a balance between technological
innovation and the protection of fundamental human rights by integrating
legal safeguards with ethical and organizational principles.

Methods

This study adopts a descriptive—analytical methodology. Data and materials
were collected from a combination of academic research, industry reports,
legal documents, and international ethical guidelines related to Al In the
first stage, the processes of data collection, storage, and analysis in
recommender systems were examined to reveal how behavioral data are
transformed into user profiles and used in automated decision-making. The
second stage involves a document-based analysis of key legal instruments
such as the General Data Protection Regulation (GDPR) of the European
Union, the Personal Data Protection Act of Iran, and international ethical
frameworks including the OECD Principles on Artificial Intelligence and the
UNESCO Recommendation on the Ethics of Al Furthermore, the study
explores standards for explainable algorithms (Explainable Al), mechanisms
for assessing algorithmic bias, and organizational accountability models.
Special attention has been devoted to identifying key legal challenges—
namely, the violation of privacy, algorithmic discrimination, lack of
transparency in deep-learning models, and the absence of binding legal
frameworks defining civil or criminal liability in cases of automated
decision-making.

Results and Discussion

The findings indicate that although recommender systems significantly
enhance user experience and organizational efficiency, they simultaneously
pose serious threats to individual rights and social justice. One of the main
findings concerns the massive dependence of these systems on data
collection, often conducted without the user's informed consent, thereby
violating the principle of autonomy and data self-determination. Moreover,
the complexity of machine-learning algorithms often makes their decision-
making processes opaque and incomprehensible, conflicting with the
principle of transparency. Another key finding reveals that recommender
systems can perpetuate or even amplify algorithmic discrimination. Certain
groups of users may be systematically deprived of access to specific services
or content based on demographic or behavioral factors, resulting in unfair
treatment and social inequality. Such outcomes not only undermine
distributive justice but also erode public trust in Al-driven technologies.
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From a legal perspective, the lack of coherent and enforceable regulations
concerning the liability of organizations for harms caused by recommender
systems represents a major challenge.

From a managerial standpoint, the study demonstrates that developing
transparent legal frameworks, designing explainable and accountable
algorithms, strengthening independent oversight mechanisms, and fostering
a culture of organizational responsibility can substantially mitigate these
risks. Training employees on Al ethics and implementing internal data
protection policies are also identified as essential steps toward responsible
system design. The results further highlight that the success of recommender
systems does not depend solely on algorithmic precision or data analysis
capability; rather, it is fundamentally linked to respect for user rights,
structural transparency, and the ethical and legal accountability of
organizations.
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Conclusion

The study concludes that sustainable and trustworthy utilization of
recommender systems requires the integration of legal, ethical, and
managerial frameworks. Effective data protection laws, transparent
algorithmic standards, continuous organizational education, and independent
supervisory mechanisms are essential to ensure an optimal user experience,
promote social justice, and reduce legal risks. Only through such a
comprehensive and multi-dimensional approach can a balance between
technological progress and human rights protection be maintained.
Strengthening accountability and transparency mechanisms not only
prevents recommender systems from becoming tools of discrimination or
privacy violation but also enables them to serve as reliable, ethical, and
socially beneficial instruments in the digital age. Ultimately, fostering user
trust and ensuring algorithmic fairness will transform recommender systems
into sustainable assets that contribute both to economic efficiency and to the
promotion of human dignity in the digital ecosystem.

Keywords: Recommender systems, Artificial intelligence, Organizational
accountability, Algorithmic transparency, Privacy, Data protection law.
Ethical Considerations

Not applicable

Funding
Not applicable

Conflict of interest
The authors declare no conflict of interest



V¥ 00 Sl cagm o ladi cahaad 092

JH[ S 9> vl dow
Journal Homepage: https://jls.shirazu.ac.ir/
doi: https://10.22099/JLS.2025.54260.5384

(g3 Alio
S sas i Bduasi (Ralasw ¢y 3 Wodla ) clilia 5 (5 il gl
68 pgn MO bl o v 0

Oyl ey o gl ol3T olfils wreisy asly (eopa> G585 5SS (seziils
Al ozl ¢ Slusl pole 5 lool 80Sisls « pogas Faa> 09,5 Liils .Y

VECE) [0 8 1 VECE[ Y0 il 5 allie e Sl

oS>

S A ol s S Ll Ol s osas Sigr Sao S Slapte ol ae 5
S5 el U s ) 5 e i slennl slaiily slap il 5 Jliams (8l e <1
so 1) S d s on o lums e ) sl (gloslgnny it slaosls 23l 5 OIS
Fyean Jigh 03 S (6 S ISa e pl bdms e 1 WOlesla (55505 aa 5 Ao e
Goamg Dospl S S osbul o3l B 5 Sk sl il (s Sees Al o
4ol glaesls 1 Cblim o gee Oy pde 03 94 desls Cbli> e Cule 5 g p i i
Sy 255 2 88 el et s S G Jeol ol ezl e e 1 L))

— o s ool sy ) ls ST lantann 53 el e 5 aVslel Glagaas

lie ol 4 sl
YO-FE (V) NN s lalllas dlomo e 5ice g

E-mail address: parviz873@gmail.com i gts o0t g ¥

Copyright: C 2026 by the authors. Submitted for possible open access publication under the terms and conditions
BY of the Creative Commons Attribution (CC BY) license (https://creativecommons.org/licenses/by/4.0/).

f:’:b’-:.;h
YerA-YAYF :LLs



o
o
Qo
vq \f~bﬁlﬂﬁ€}uajm«#.\;ha)}é jcw

8 L;J,:S/s_é.uj wols, L;La‘);_b’jﬂ. sl O 58 (laesls (_},};J} L;)ﬂ@.q- L;Lé..lﬂl.ﬁ' 4&1’&
BE JelSL» Cﬁ:ﬁw‘}dﬁ)& VJ__?@%J_L&JJ[}:}MJ&)\JB xR S)9e \) LAJM

.w\;sz L;Lawy O‘ﬁ)lsdjj} Colesy s e ccslas gl ) 6';—3
daasls 5l Chli= 056 (s pdycd e (e isa Sewy Glagtew (g hdS 05l



o~
-

00
o
W o Raa 5 i 5y 50 lasals ) Culilia g (5l s

BIEIP

Gt (Fgean Soan 5 Sledbl (55l 05 3 Saiar slass iy L
350 Sl Gbes 5 mlo Sl ol 3 @S Sbalpl Olgee Sews
G 5 Goslper WL s e b bt ol Ll S 15 ax
loslgiy €l o 3B sk, laklsy sbwl 5 asd slaesls
oo ol e 3 s Kl e 25 1 S 4 oS At sl Sl gl
S ASI sl Sl sl nl slas S isd e Laolesle (65sl5 s a5
(ol slanilay glap ity (Jlmus (sl yme €l 4 Of aels o3l Lol s 5led
@laBl 5 g pde QS sl 5l bl (el Sl
SV eslizal SO 5 Baie bl ey Cgesl (S5 S ) ol wil 5 28
L Sao s gbaptoms 5l 0328 oslinal 33l o Obles i Sl i 1) (g5l o
3 0Ll Gl Slodamy 8 5 o ke e Gladsly (galaBl 5 25 bl 35
o2 o) S a4 Ol e bl e alexl S e sl el
eolbe oo 5 oslmer 5 L5 Glanaal 53 CLlid pde (ot >
S Kpd e 58, Sl esa da il sl S oLl Ol b laesls
ol by 58 3 e S aVslel Il o e s eyl slaes S
Ssi= Cule) (ppandl 5 (o suan Bea Sl esliial 3 bl (6 pdo i se alis
Sy e cain ol po el sl bas SSB 5 B g0 SO w0l
e 53 bl 2 daesls 31 Cblis ages Ol e o3sa daesls 5l cblis
> 7 A8 o Wl aolesle  pdiid e 5 CBiS el 5 S50 Oy
ol 5 aesls Gl 5 Ol ¢ j2wd G e 31 (01 lS G si s LT

Jsol b Saoy Glagtons b AS o 20 Qs gloanl 2 s cdlis o

1. GDPR



o
o
Qo
A \f~bﬁlﬂﬁ€}uaJM«?A.\;Aa)}é M

S8l e Sl b cule, il Sales (933 Gsi Sole, 5 e
Slp Gl 5 LS o Cust | obole slael 5 0l slael &S el
3505 b G ol sl o8B esae iae lasosld Il axy
ot Sl ealinl elazrl 5 (S (556 ladely ) 4 b= oo 5
S b bl Jdod e ol 8505 35ls 0 o svae B8 Sae s
G35 G5 5 ok, gl bl sbml OLlS laesls Jos 5 (soslaex
Sy Y s IS sl 5 S50 Gl B osjls 53O0 5 ol Laslgdny
s opl o oosdle das €l 0Ll Gaim 5l bl 5 e (owlis ol
St SAS8a 5 b s |y 5 Gsa (sl slaiole JiE
arw s e 53 Mallos slas bl 4 ax 5 Caanl 5 das o 0L Sas

Sl w1 IG5 AV e o gias s

SE s B gp 53 St g S e )

Sl els o 5 o gias Baa IS Sbalpl 5l S Ses s bt
O S Gl st (il i glaslgin €l ol Jol Gus & Wy,
SOl 5 ol g (ol glaesls 03 1S fow b baalale ) Lol il
L1 Glsten it o S a5 slabd | glaay S a8 o 395 Ol
L Saos Glaptoms S0 Sole w4 tijls @33 Sl 55 L3l adle
Comax gla S5y Ol l8 wdlS ks, u.:wj@z el 51 6,5 e
Lol ol N pS 4SS s e L5308 010l ple Selas 5 b
. (Raza et al, 2024:1) ol jlhie 5 SOl 58 o ol s Jlhews gl s

Bl 8 s 50 ol essn an 53 Ol e 1) (55l Ll Y
e 3 S5 53 ol 45 ol SIS slag ;S Bss e Il o s

(Solie ol e g3 nsd e s I G gy s SHLe (gl Jd



o
Q
o
W ._.;@m}'jdueiugu)ﬁ)g).\uaihj\&&}dﬁw}m ¢y

Fas ol o3 S e N Lo s Sl gl O Ole B, slacals
ety 1y plaay 8 ol 5306 (ol a o S5s 53> Cotld 4 5l Ok e
e s Slagto  blie s Lilesls e 5 1 Lol wlie Ol I8 s a5 das
U s 53 0L S Sl s beprl G Shs 2 b s S0
OGl s sy, cpl pd &1 8 ds bigdwaddle L owlis gbaas S
Cassdome 5 it slaanT b agrlsn 53 Lol eyl o pal 31 5535 (s3la s
it arlpe Sl L Laesls

P8 bl Al e o 33 e a5l oS 5 sladde 55eb Lass ess
S e g G Sy 5 (SOl ol i s SIS 5 S5 52
O lS ey el 538 lon i el 53 S plesl an LS, sl
ol S5l 2K 0 55 1 bl s sla Shs 5 A4S Jides
5 dipd Dl OLlS (ABly Dlowr 5 L Sl e 5 JG8 o g S 250 0
alis (@dgl esls 5503 Olpe Cov SIS ladis s 8 ISKEs iomen
A Bl s gy B el 036 lapnl b it OLlS slp &S Sley 55 e
5 S Sl 5l Oleses el b W5 e w15l 2alS (3L
(Aggarwal, 2016:20) s plil (6 g oo o o s2es sl S5

Gl Gres 50k 3505 b S s gt g ae b psw 0y
5 g5 glaesls Wyl bapiew 31 s ol A ST Jls gladas 5 Gl S eas
3G Db oy 5 S Al 1 e 5 sal e el el
Gilotingr Ol 58 (6 S3b slapa, Sl iz dins &1 o5l pasd
wle Sy 53 ladde 5 Lol o2l 1 0 Sk, b glabad udas 5 Ly
Sl s b OL3 35 02 B4 Glapiew sdhails Lladls GPT
.(Zhang et al, 2020: 221) was W, o, Keix b« | e slaslely
o3l 8 il ol dlo o e ol S5 s 5 Shos NS oy



o
o
Qo
sy \f~bﬁlﬂﬁ€}uaJM«?A.\;Aa)}é M

a el glaesls (3laeslal (ol Lasals Loks 5 (3505 5t il sl S Laesls
5 oedle 583k slanny s 5l S b e S5 sl ke (61 eslizad BB S
Sy sl 5 bacals pwlul p baao s guvas; 5 Wy walgss 5 G 550
(23 Wil lasbme 51 eslied b Ysame dagt ol el sl 018
Gy Jles Olne odasOli & spdpe bl Sulipe 75 5 soshal
(Razaetal, 2024: 4) ol Ol )18 a8ly Sl 5 L sddal)l

Sleesls hzes Jol jae a5l S5 (Sees Gt S 55k 4
laalol opl (g3la s 53 (gdidia 5wl (6 S3b s, Sl s 28
53 Sk s SO Sl s e S e Slaes s 4 ssdes LS 03l
b S S 4 5 pges Slodt 5 elerxl Cupde (ot (i gel dile pladise
Frean hgn Sl 5SS 5 s iS5l S Olpear 5 e
Jebs 53 Saoy St U5 (Beil: et al, 2019:788) L5 o atlid
Sorkr 03 Sogree S wddgile et 5 s slaslglny Gl 5 Sop sleesls
Sl 5 635 S edd CotS Gl 5 Sleds LS L5 ) 4 s
&S e Ll

Fae s Glapis 3 Shas o g Y
23 bl BB (o gemn s 55 IS Sl ) S Ul Sas 5 glaptons
L daailalos cpl S oo Wl Jlzms gladas 55 (550 0 GRl38l 5 608 4 288 25
s o Syl ol (il e plaslgde (ol b S 5 Ol glaesls 4SS
R $ Slaptons > Slas Lol 5 358 0 08 ol 5 Jules (L8 Cor s oS
5 bl b 5 5515 5 dnesls (5 sTaenr 1350 0 4Dt ol i jo 4 5 b sos
(801040 5 s 5 alu0ls ) Laslgis &1 cculgys



o
Q
o
W ._.;@m}'jdueiugu)ﬁ)g).\uaihj\&&}dﬁw}m ¢¢

Laeals wﬂ@-? UIES P PR B

$o313 8 izt 5 odien Sl iy Ga b 3 L g0 slassls (et o s
5 bl daasslal Dpmen SNl O (it Sl s A
(s g I s bl eS o b aldbgls Oy sma | 35 il Ol
DOalad 5 Lo sl oy 2w Ul O L, s Gk 51 s
a.u@ﬂcv_ Slaosls Comal 5 33 S e ]Sl |y 5Liss e (slaesls caxddS
5 a5 aly Do) 53 barw 5 olg CodS 2 pedts U0l ol
NORILY

aoals J..Jou" 9 u:'}hﬁ: :f}b sd:’-j: Y-Y

e fb- Saesls cd> o pl )5 55l e Sl ooils e e daesls ngﬂ.ajf 3w
J-"":’Lfo C}Lm L;\OL».QJ:}‘ le.!‘bjﬂ j)ls JA L.s\f 9 ol Jf.‘)"‘S )‘JL.M CJLP}’LE‘
O 4 bl (s3ladis 5 sladp o (il (S5l Al o gte slagz, S
ol ol Gis sl asiie Sl 5 Olgy ok, S G Wgd e 4 S
L 55 sbaw s & 06l a8 el 58 5 asl jltle wla K sl ‘rl§
.(Nadee, 2016: 16) LS (._alj.'a

Lh:l.g.".f.:g: &1 :f}‘w 4.1.>J.o Y-y
)‘ ng_e aesls JA?J @b)f)ls Jﬁb}ji )‘ oslaul L W ‘LF’LnL-{ ‘d‘"j" BE
Sl ail g o Laslgilg opl das e 15 3 20e 5 Lajlo b el glaslegly
Lile glaes slaesls daalale = 0 53 il oy glges L Olodst (VS
Tl 65 e 038 o5 T8 50 08 Tl s Oley (SIS B e
ol 32l s 8 e Gl Al el Sl Gda Ly ST 4 (gle sl



o
o
Q@
$o \f~bﬁlﬂﬁ€}uaJM«?A.\;Aa)}é W

loosls CoiS 0T 53 & Sl s 45 S e Saoy Sl
OS5t Olgeas o 5 3l pasnd a5 515 lag, S Oy 82505
3 WL ol Saw s glaalile by a5 5l Wsd o sl ol

el 035 o Doy Sledst 5 Sy S ojlos dle lae 5>

s Sy e g e Sawo g S 53 YY 03le 5 e 5 G el X
Loyl wslow! slaesls 3l cble>

SVl g, S5 dle S50 gladde b S Sew s slapionw
Ol el laesls b Lad o J185 50 Sapanal 5o Sl L8 S o os
bl (gloesls 3l CBliz S ke dbansl ol ol 3 5 S o L
Y 5 V8 A slge 53 055 (Lol sl glaosls 5 cblis oo see ol s (L)l
Olod w3 B 5 has et S Do p Blid Jol 5 VY s Ll en
oIS Ll (glns a0 ol cul (WP29, 2018:25) 505 48T Loesls 33ls  Glaso
BV 4 e O S Sl Olabl OF G 4l s Lz, S S 5
Walel b el s Glapanss & (o1l gl LOT (giladiadls 5 a5
Sy als Gles s Caenl YY ols e sl ~! .(Monteiro, 2018:13) <.l
Pl Wilg o a8 €IS sl Gl pw s 5 Tyl ol slagdoanas
ﬁfu@gﬁgwm&uwm.w&é;}b‘mw\)ou)ts
(Silva, 2020:210) LS o LA 55 |y Gansd e sl 4y (Lsd oo oo s
Chlim s esdle Loyl apbl glaesls 51 Cblim Lo sae Sl jie co sl ol 5
S eim 5 M Sl Gl Sl oS O sl B
.(Milano et al, 2019: 16) sl 03 S sl Sauo Gt 0354 5 (5 gias

Sl 5 s 5 S b gl godmze SUlpe Sl ie opl Gl s (s



00
o
W ._.;@m}'jdueiugu)ﬁ)g).\uaihj\&&}dﬁw}m ¢

J"‘f L MJ& o)l>-| Q‘J.:)ls “ c‘)ls.bjﬁ- LSLAM 4 u..a‘;:.&‘ L§>_ ‘JLA.Q st.:
V..fra\j.’e OB Lasdilyl gl p 2od = e 3 5 LS Cuslis G 3l slaas g
crl .(Souza et al, 2021: 476) Las 55 5 R P pErges &LAV.:..{J}{M Y "JJTL;"
SaS O,l8 Gsa- 3l bl 5 oS o gslasl C’eLLa Ol O3l 55 sl 4 ¢l
03 gt gl Al (ol asm s LLOVYY D ERY (alliler 5 Lsdesl) LS e
Sl Glad s, olass Lol RS B0 35 YY esle 5 glal e
Bl ot S Cdlid s5meS 5 eS d golatl mle sl udle ¢S5k
(Rl (Bernal, 2014: 14) £yo 0 ol el G 5 =y G JS G
Ll cdilos S aal 5 Laosls Chli gl awlal sl Lo a5 g0 O ke
5 525 (S el Clid s s (G5B Sl e s b S sE Ll

S VOoUW- Y L;,bh;r &L@ob‘.} JJ:.«S B q\f)lS Lﬂ’-lﬂ}; ﬂ‘ﬁ\

9 bl 3 Ll asbwl gbaesls 3l Chlix os0e Ol jhe Cooal E
A4t 5 gt (6 0y g
(,_izp ool sl edle Lyl aslul glassls 5l Cbli> egee O he
Shsr sl AV S0 Glp Sl 2 & aesls cBlis gl
e g5 Sl ke cpl el 0l LS Sao 5 Glaetann ohisa 5 £ sas
g Ol o lacdss 5 lacS o0 4 Al s O sl Gsi oS
SIS Uyl 51 S . (Bernal, 2014:14) as o |y daod oo 5 &51y51 50 (lagg sl
(5> ol ol S8 Lguw 4 Cad Olu8 Lal el G syl s
3 S Coslis sael s b sl Glado 5 ol 53 B s e o3l sl 3l @

3G 3 Gt b AS o gl 3 OBzl gl po b K3 (G



o
Q
o
[A% \f~bﬁlﬂc€}uaJM«?Ad.;Aa)}é W

e LG ol JelS gl J cpl b (Souza et al, 2021:476) das s 5
ol 31 Cble r)J-J (oSl Cudlad Ol Ogmmen ol Ml sl o an
Sl ,e 53 0dd S gl S i C'La S sl C’etva oo 5 ol
(Milano et al, 2019: 16) Lo o Lyl aslsl glaesls 51 Cbli=  05ee
SHB slac by bl wasls chas e J sl b 5 YV e3le S5e G onl b
Lozl ol cwd Saos Gbaptons (RL 5 oLl ¢lr Sed Gl s
Ol Ol ulS Baa= 5 eSS o (gslal gZle Obs O3l L e AL
1S S OIS e ol S gl 31 S (68 el sladul b (s5lecslis
5k sl asll gbaesls Sl LBl esae Dl ke il s o
U5 Gl 5 L A s sladnl b ssg (it Glaslnl o
chli= Jyol Gl b ol Sl Sl Oliomes Olislaesls J 28 3 01,08

(Monteiro, 2018:12) 53 s S & St 53 Laesls

B srlr 5 Sao s (et )3 Y s b 5 Codlid glapl 0
W 5 5 5
Saos Gt bl 5 >Lb 5 (sl 5 Colis glaplll
2o b ol 5 b (B sl Sl Gl pS ik esean iga p ke
Sl sl (231 5 Goslper Osr alaanel L3 enisa bl cnl S
5 olel St o)) 5 bl 4 el b ) S (658 ans
Sl Sl 5 0Ll G sl Jpol b i Lol s 3y
Gla ekt 5 aesls 5 cBlim y BU Sl e le ol 55 isls 13 Wl

gl )8 s A g sl o eSS s S b A5l ae b



o
Q
o
W ._.;@m}'jdueiugu)ﬁ)g).\uaihj\&&}dﬁw}m ¢A

wlobd BB ol jsme sl (L8l Glaplll aney 5o LS o Wl Lagg 5l
.(Guszcza,2020:189) .

sbwslezsl O Sagn 5SS dlaesls Gosls S Al b gslecslis woss
S5k S S  re saslle 50 e A S 5wl 5 8 ol
A O ) gleesls 4 gles 1S sba dgee ile el 5 il
laols L2 )l g el Oy Ol (st sl Sl SIS
ol Cons g (S Cuad go (Cpior (v 2l s laesls (ol e sdle
Sl o3 Lipd e GEsls s Al b sl able Sl ks 3 38 elanrl ain b
— w0l s1s S slacsls 5 ool v BB 5 e oriss Sledbl Sl
Sads (bl glaesls b b ased glaesls qoites ol S ael) Lol
Cgimn Sodlid Jaie 5 23 laelll 5l i (eSS Olesde 5 eslizd
Do sls o aSly (WS laplll mhaw s Lesa 3leslid cpl s s
Gy ok Ll asbsl laesls 5l bl oges Oy ae b szﬂfbﬂ
Voigt & von ) cewl 3 gi> a5 slls e @Lw@&‘j ST culs, L L,
.(dem Bussche, 2017: 45

S S o e 5 oty 58N (6 i s 5w odlid laplll o i
oS35 lanaas LYs €l S & saalle 35S 3l Saw s abla
S I 55 Sl a8y (S o anai 1) 08 slazel LS (il
VA VBT Lasl) 5 doalr VLl b gl ans Glapeanas SL5T &) 50 3
Yo ools o3 B s 5 ALl LS Al Sao s dble ol ol 5o
o8 o=l Al il | asiie Cudst LYE e S gdos Jsl L o 5
Sla s U K 01,8 b ol )l 4l ol b Sl 0 e Ll 5 e
5 el OLSal bl e (g3ludlis 5 odle (g pdipmed s ASL S o

L;uv_@&“,;@)&\;\jxswvﬁ\;\uts;j}éuwa_otﬁ)tsu;\p|



o
o
Qo
$9 \f~bﬁlﬂﬁ€}uaJM«?A.\;Aa)}é M

Sharma et al, )5+ JLai €l ais s 4gr 5 ons 25555 o Sl
(st S gladie s ks o)l i SLopdbl res (2021:342
SLis slabams 53 05154 (i Sl s 5 5 O AU 5 Slssn gbabes
Ekstrand et al, ) 555 o © ywme Sllae Codli s glacaln s 5 () goeo 03l
SC olgeas La il an o b slaelll Sl s oS s L2018:65
il eSS ol o ol e cisliae Cueal (B 5 (26 S 5 S,
o 53 2 Sl 5 el (63,5 (ol (s o st o -
5 mtige (Solomn sladnl B s ausly 5 oty O soa bl 1 b
Jemle s 1y ) il &S s slas S, OO 55 e Bl (55luesly
P a Al ol e il o el (Al i S o oy x5 26
.(Magrani et al, 2019: 128) u=S o Lds g,5L8 we 45 2 5l g p b ol
1S o Lo 1 o33 55T 3l Bl S a5 eslind (Jia0l s
052w 5 y)lS O o3l LS)JTC‘“’.' G o5ls Olesplbl slaply (S84 L
Jole ol e ol 5, s ol s g slily L3 «loDlbl 51 eslizud
e Y0 esls sLaplill Ly cosls 5l cblim (3l 535t 2 AST Lo 1 b
Sl 52,0 s S Ul e 5 035 Lalyon 5 Laesls 5l blis 056 o sas
.(Voigt & von dem Bussche, 2017: 112) &1 jles 4 3 5i> lapass K3
s sl Sews gballe ¥ bz 5 pl 058
A 5 S s 5 el I S el il 3 i 5 G Sl
Stwoy Gt Vb glacs b oy Lol 0108 Gsi> cpols s
Sl S USS o s e liSE e Sl (934 Glapea S 56 s
Silwssdoms oo gl o GRE iy S Gl i Gl ele
3ok 5o sl Sy (628 olmes a5 SOl w4 s

S Ll 4.:3)§ )lS 4 LS:LQW ck_f‘))..v &Lhrjid.l L.SLAJJ".)[S L 05.1)4.! g.))‘}ﬂ



00
o
W ._.;@m}'jdueiugu)ﬁ)g).\uaihj\&&}dﬁw}m O

bl B s OF sladsly 5 dles olenrl 5 Jim (23 milr L3l 30
Reisman ) ol asl 5500 SHlla gbaaas o 2> 5 Ssi> glacd s 01,8
bl bl aalost sbad 5 ohsa s Sl sl sl (et al, 2018: 4
2 e Gable any lapll 31 Lo Olsear 5 Guie b L)
LU s SLs,l ol (European Commission, 2020¢) Lles S 5 xe & sime 5 sa
Slaos S onsa Ol il glaes S dble s Shas gbadaly Lo Lela
5 Sl Cul S Gamd pde (e gl b wble 50 ) 5 ol
Sloshe g 3388 by b 556 glaltle st 5 il el gl
b ol b esls colis glao sl daesls §l Cblis ol O gmmen
Jols 03 5 Olejen jsbas b lilodd ol (650 552> St bl s sl
i Gl 3 L Jlesl Sao s Glapten axey 13 s KU L
3 S et aailale opl cls Ul Ol g e 45 Sl Gl gl len
Slaelll Sl 5 elonrl 5 (IO Sai o Sl iy (03 slac b

Al oles i ol

G 5 (B gn B g2 0555 53 B s (Saesgdome 5 (551080 56
Aues
Rl 02 @IS0 SE Sao 5 Glaptuns 5 Siean Ser Gl me L, L
53l0L3 glasls 5 556 b= Sl polor U ol 4l Sl el o35>
Sior St &S sl 1S clablous bagg sl opl o3yl anw s 5l 20
&L@JM LS)*:‘ s u.:a\}} c.b')‘: b cu\g;:._::) Jj.ZM.A &Jﬁw‘ L;iu‘js & yr
coK.ilq- g Sl etie Bsa sl g 5l Rl Dy S S cols



o
o
Qo
o) \f~bﬁlﬂﬁ€}uaJM«?A.\;Aa)}é M

NEY o3l3 i () el (G550 — Jlexml e 51, Kin 5 S50
Sl bl o san i Oy jie ol s iy Ol peay Ll aslil (YT
diw oS 5 (Y4)4) ((:Lg.;.clt}{té SRR e El) J.:]@ e J sl
38 e S5k plama s Sl ssme OO ool (YY) L)) O speeS
Sl Jels &S 58 oS~ )jir\;\ ol el Cene ar asbl ol sl s
Jhows Dleds 56 358 0 oivre Sgn 050 5 Jhows Obds O 66 O
e b S e Wl e S Sao s Gbaetens p ol 5 ol s osw
Slodst &1l gl sl aes sl 5 01 a5l Coles ccdlis il
in St J ol b LOYYA V) (3 al) Sl s s Sl
22 eSS ) At o) o Sk e glalussdon L o gias
ol spd e el 3 ede S VL o (Sl el Sl ol >
Soe 3 as sleiy st laylSal; bio (a2l wll glray Laailila
SHB Sl Ky S (S el b S Sash wsle glaes s 55 s
S bl OBals b Saim e 5l AS e sbwl aslas gla il
sl st 45k s 6 Ses Glacossdow 511 Ol Llcib ge o sas
s S a3l Ol (gl o lasliin )lpe & 2 o3 sl oST ez
OFmSeS) 39 Aol (6550 a3 Shes b >k 3 usliy S-Sl
F{Eywes - S Cﬂ‘.e- Pl sl s gl s s (§ soma 53 NOEA AR XA
5ol elinad boi i oS n 0 1y sk 5 B gl s a5 0
s slab )3 Sao g Gbaptons o3sa ((5uan isn sbag,sld 5l 5

B350 sled 4 ol



00
o
W ._.;@m}'jdueiugu)ﬁ)g).\uaihj\&&}dﬁw}m oY

Sao 5 Slapimes ploinl 5 i ( WS sla i ¥

S S el A1 353 D18 (6ol e s 5 esliad b S5 (slagtonu
bl s bl 1 O8Ol 5 536 lagg sl pl S o SIlts Lol
(o rEE o3 53 Gl Sl S gl S s ) s Lol
BI513T (6 8 ool Ol oimy (635 (5ol g S o sl GO 5 (gl g
Ceo p Ol &S 55l e Gime Sloy el el o 2550 5 Lol o
(Bernal, 2014: 25) e plowil S5 o LIS 05y 5 ST glaolsm! asl azsls
OLlS sl (gsl3T Al S o 1)) oS Sdbl J2S L S s slagtonw
Sheslinal 556 sle Olgieas 018 Culs) oS olSn 03 54 (3lu o 3 5dome |
LS o el |y 555 olby SIS OBl Oy LS CAEl 5 550 e ke Laesls

(Privacy International, 2018: 19)

SIS gos slaanl b 50 5 g5le s V-

S QL Ab s 4 plaarl laasd algoe la il 5 baptens 0
e 2 Sas Soso g i S gl g slellus 5l o8 el
e Slagy GGl 5 Ald cbols 8 ISG & Blg e I (g5l
ol S o o 1 ol lasb oS tizees axlge SVl L Lgs O )18 &S 552
L Sleand 15 il ol S 903 AnT 3 5 o gos L () S A iy
Milano ) .S oo wal 3 15 oo sas SIS (S0 5 5SS 8 HliS wie) 5 LS
(etal, 2019:14

sl pis 5 215 5 Ol dols V-Y

Ol)8 (S el 5 Oboj o pde 25 40 Kil5 0 Sio 5 Sbaptoe 4z S



o
o
Qo
oy \f~bﬁlﬂﬁ€}uaJM«?A.\;Aa)}é M

SaS 018 (S5 kS Gl a4y oa a8 3L gl S b bt ol b
Ll Sl el Sl et 5 sl s 52 Genad » (B8 S os 5 S
sbals 5 bag,sts -l 58 528 & a5 L (Milano et al, 2019: 10)
Sy e 5 gd o ele| Coslin S50 Glac ol psli Ooys i (OT Jlazs|
S 03 (Fyeas (hpn &S L Oluabl 5 oo S Chiblee iy sl G5 5l AL
3l Cblis s ges Sl ie LSle baesls Cblis 5l gs 358 4 S S 4 s ges
L Ll Ses s st 4 Lol Hsba 4z STl asll slaesls
b W odlis 5 ulo slaesls 5313 5 oS momad (383 5 D e
Bioni & ) 4uS oo S gl ad 5 ot o BB 5 A e S
.(Luciano, 2019: 2; Silva, 2020: 214

Fao 5 $lpiamn g Hlr 5 bosls 51 Cbli> 56 Oyl A
Salem Gl b by sl asbul slassls 5 Cblis o sae S s
Dl e opl LS o ealp LOT ot el 5 O sl sk
Jgol 5 &S o Lass oals O8US i3ls 5 08K 505 8 Laseie Sl
Bl (Cda Cos gl (mdlid (Glall (el 5B A8l Laesls sl p el
53 . (QCB ITALIA, 2025) 33l o aseis | baesls cutal 5 35 dassls g5
Sge 53 Sla g S50 Sl g s Joad 53 esls g s g0 53 Gt (sl
L llas Llibgo S 5 laptons 4 semme Sty 5 ol ol (s 4 57
S sl 018 Ll Gais 5 asd glaesls Gl S Jes el oyl
il 8B Luld Ll asbul glaesls 5l cbli> e Ol he 1 el
S e yasede |y ele glaesls (3503 5 Cudsdoe & esle 5 i glaesls
05 S S o g gen s sllal DU L S5 5 (oS s 056 0] VY el

J;}}Bjﬁul.i:ls)\ﬁélﬁhﬁjlseﬂ Colo)y S Aile (635l 40



00
o
W ._.;@m}'jdueiugu)ﬁ)g).\uaihj\&&}dﬁw}m X3

Ol s Al Saoy lagten OBamsal] iomen (WP29, 2017)
5k Soley ol b g ) bedls a5 Sleoedbl G e
baaz S 3 Shes 5 0T Ga laesls Sa3ls 5 o5l (Sos hB 5 Blis Sledl
Tejeda-Lorente et al, ) 1S 311 ST Glapmemas L5l 01l b das 1)
258 Bl Bl pel s baesls U Bl s il B yi- (20181 6
el 0 i bg sl aalos| glaesls 5l Cbli= o ges Sl Hie

o ol gl G sl wsbsl glaesls I Cbli=  sges Sl LEs YY el
b slegamd 5 il fboy » e Slageal Jold Qs Glagaas
el o gl baapenal nl 53 Sl dstlde ol OGL 5 S e aST
Gk Sl et o Ll Bl ol Ll e S asal cpl e sdle
LS S (10 63le) baesls cblis Koy oLl 5 (Y0 e3le) (1 b

ol Saeo s slagn ) S Colis pde 5 Sy (e ot 5l S
psail Olaasiie o> 5 OlS ) Aol gt ol (6 S ond sladsl
ol g edle i Bt 5 B el Lol Gls sl s o
Glams 5 Slead W5 dates O spme 02l s 4 Saos bt
s L5 e Jalansl il glaesls tdzen slazr| 5 i (ol3
ol e et 5,57 3L aail> .(European Parliament, 2020) Las 21580
Sl YU b bl glaesls (il Ly 5 S LAEs [ e jams ol
5 orat e 2B Jold 55 6500 e LIS S e ol s
Cdlor Lile olae s 53 o5 st O 218 la (glaesls 31w poU ils
S ool SIS 5 015 ble Cunsy il b leesls S (g USSL
Zhang et al.: 2020: 14; Privacy International, ) Xss |l C‘ JESMIGIN
(2018: 18



00
Q@
oY) \fibﬁlﬂ‘e}ua‘)u‘?ﬁ.\;ﬁb)}ﬁ W

FFas S5 Sae§ Sl 1 Lol wsll G50 Ol A
asbul laesls 51 CBlim o gas Sy de dile 1y de b erpl 31 i bl asbs]
wdlsy Ol posar w5 beesls Chlis w53 ege LgLarK gl
S sbolen bl S o oal b 0L, (sl 1y wblim I s (S de )
el i Gl e G818 edd LAl e siae e 056 sledn 0o
GV s dnd BB e e Ghea e slas )8 Sl AU sla St
Sty 0330 Erman Sign Glaateps 3| (ks L p oS ool el sleiy
A Gl 8 5 LSS Sl i ke amslr gl 5 Lol (935
Az LSS Gl boeny G50 oy Lo cusses el
U sl odd s S k3 s codlid o)l olapll bt (20 6l Cpizeen
European Commission: 2021; European ) .l als Jlo-l of blks

.(Parliament: 2025

b g fB S 5 B 5 (gt A
S s s A 3l K Ulsen (o) Wy W 4 Sews et
(St Olgen & &y Wt ol S a3t il 30 o (o e
N Sy s BB e S 16,8 )3 Sy s Jlezr S5l (S8 il e
Lol (iyls Jgd U o Sy &S Bt Ll Sy 5 25 S
g wlamrl il Glantans b 0L k) i (g8 ows lagin
oz BU s Gl oLl GBL 4 Sl 51 Gy Bl ks glagtin Ailedd
S (5 et (S il el Sy e slaglyll 5 das bl I

L LQLAM (European Commission, 2021) &S cule, |, cdlis 5 Sl



00
o
W ;@m}adueﬁw S 2 Wsala alau;}d);w}m o1

Olomar Js Xsd oslined 5 avbanw g €l dSl5 o Lo b 3 gdoes S

el Sl 3 WOl B yi baas gl Ol 4 Glasedbl 5 sl (slael Sl

Sawo s Sl s Codlid by Sleds (46 A-Y

23 bne Seos bptew 4 amie jsba Jhas Slar 056
DB ALl oS U8 o i 050 ) als AST Kl 5 cslis slagl )
5l Slls, e & W W) Sewy Slagten I plaass
) e 53 4 0l s Clid s S ) Sl (S iman
spd oalp DLl e IS 5 S ol Ol B spdie ek 2505
(Tejeda-Lorente, et al,2018:312)

s b Ll asbul slaesls 51 Cblis ases Oy e Sligwn A-Y

s
Gollas LU dS o 2500 pad Glaesls ST slas )8 55 3 sa osas Sgn
Aaesls (3le BBl Aol bgsl apsbl slaesls 31 Cblim o goe Sl in J sl U
Jos Ol 4 Slas Slayedbl 5 gl il 5 b Sl o sat o >~ L
ol 03O0 gl B G e s G dsesls 4 e s Wb pa S
el ol 5 ol 4 (Exabeam, 2025,76) il b gizes O 58 gl sy
sleniy ol asboul slaesls 5 Cbliz agee Dby e Jald Ll asbul 56
JoSe S8 0 e 8l Jliams wleas 056 5 e siae e 050
D55k s gean Lisa Sl dliae 5 OBl (el eslimal gl Ly Solie Ol ke
(S8 ol opl S 5w b S e lesl Sy et
Siph Slapten Sy e 5 syl eald 0L Sl (gles 1S bl

)\w‘)ebu’;«AJ‘ﬂ&Lﬁr‘)‘ v\.ibjk}'ﬁ L;LAW .,\.Sdo “:“'.’.J'.’.J“ b LS‘;M



o
o
Q@
oV \f~bﬁlﬂﬁ€}uaJM«?A.\;Aa)}é W

S S Glacus o S Koy b Gt &8 J= 5o S cole 1) eolind
sy e B Sy S 5 OIS Gt wudlid L aST olsen s il
St 0550 (B Sgh 28 5 dan S &S AS e el 5,55, o0
European ) Jib atils Slgean Wosls Cuel 5 3si ( I Jsol b Saco

.(Commission, 2021; European Parliament, 2025

(5 Sish g S0 § Saptemn b agzlge 3 |3 Gl Aot
Ol 5 b s = b s Bl B3l L s  epiae s Sl s
SE5 » s kB S S by e s 3 Lol el s 1 culss
w‘ L.s.)l""’°'>l'.‘.i )J g:/\-\“jl-‘-\-:’ L@.«:M ‘J§4.:..,0): éuw .))j.ﬁ )J cdl.w &‘f Jg)‘.} J‘ﬁ‘
Sl bt opl Glapaas w31 il sl Al (el (555 08 gt
Sy ole glanlp 5 556 glaay S lls G ool S )y s ediS
w‘&)‘f‘k_s‘f@)tné-d‘f}tiQ}Lﬁﬁ&lﬁ&))}‘ébw‘cdﬁjbw‘f-)b
St a3 5> (Reinhold & Miiller, 2021:32) Llas S 513 56 o oS
4 (DSA, 2022) L5 aslosl dlimys Sladst 056 O slap ity 53 Sewo s
AU LOT b esls dd 1 bl ol sla bl das e 0BGl 018
Lol 5 a5 Llwa alsls b ol J= ol bl
cﬂ: LE L‘BW w‘ )‘ oslazal U:A...A? LE‘;’ cb‘f‘ é)LwM‘}: 9 LSJ'.""L.’.“;'J'S):"“"'A
Reinhold & ) <ol (555,50l QWS 0ol oslinals o 51 (5,5 sl 5 350
Faar en 0B slely Slg e 4 e 50 Sde axel (Midller, 2021:76
CS e 5 oo ges Cublid lolias (6 o st a5 oM |5 o ls sl
S Sl Goa 0 J e 53 358 el Lyl aslal j3 a8 jsboles (sl 05 S

sl agoe (il b e b Slg 5 L Y e 5505wl Sl Ee



00
o
W ﬂ@myduéuguyxjduai\dJ\&h;}d)w}m oA

5 6ol b Al Sy o b clie L (ogian Jhgn (5 Seis iSS
e B il e S5 Sl 250 el Oloen Ll G 5 ol
Lol i 4 ey s3ky Gsi Sl e WS 5 S Ll S S g3 anal 3
Bas b pte S b4 S SWS S e bl CusE
WJlioes Slods 056 5 e smae Jisa oS 5 (Nadee, 2016:19) L, s S
SalS 1 sl ol st s s il 0Ll S J RS 5 sl Ll e
Sldst 056 Gb ol sy sl il s Gl GYsb s 43 ST s
i pladble Olpsa T L s Sao s glaible (YOYY Cpas) o
QLS 4 DSl sy Il 5 sleiny slp T Slap iy Jams 5 45 Wil
Ly o 4 S @ Qe b S ) s

OLlS B diles S pppmd 1y bl 4 boss oo (laplill 056 ol Vo iy 5 YV el
5 Sy ok bty lp s i 5 S 1) biao s gle bl Ll
S eslial gl a8 Gl el YA wsle e 5 S5 dile gt slaj 5 ss
S WS o et 1Bl Sl sld (3l Lbsn Ok See s teew
Ll oS8T Sl S5 Glapioms OIS U o g 51 atme 5 5bar O1lS
S B LB 5 esle 0L 4 b Ll s sl axsls 1 of 8 3 LUls s
spd oMol =g e 0L sl el Il s Lol sla sl 5 s
Sl esle) Sy sla bl plsil & pile 55 bptegw ool QS S el
oo 53 Sl 5 ) 5 (10 eske) Lagz ;5831 Golas 5 Jilesl G b 51 s
Sl s Clds 046 Gua s (B0 osle) ol glasly ool )
Shablis eses Dl Re il Colex Lol e 0108 (gilediall g 5 coblid
et sl i glaosls J S o35 53 Lyl asbsl slaesls
Ll Iyme b LT Jaled opmd 5 OL0lS S, er S G &b Sews
.(Floridi, L, et al,2018:698)



o
o
Qo
09 \f~bﬁlﬂﬁ€}uaJM«?A.\;Aa)}é M

P L
ssb Sao 5 Glaptas (Sledbl 5l a5l 5 OIS glaesls ¢ Juate 355 slos 13
Lo laladl 5 la Sis adle (il JSKo a5 Lol js= o S5 5 Glodsl
»hbos ks e 53 G5 ot b Slageal @3S blial 5wt U
S Iyl edB il st Slsme b S o sduares s,k (sla s,
Lol cpl ems0lesle 5 Olos o e oty 5l LSS RG 6 Ll 185 e
3Bl (o g o (ol s il (ool G sl e s LB Ol b
03 Bt pl W 4 o) Coeal a5 Ll sl (2 pde 5 Laesls
Sl 3y 5 e Jlas 5 Ll o 2158 55 e L et oS
el S bl Ll (Sas S sk M LAkl Gl L2l B
by 5 4 Shos Slaptems 5 & ogeas e b (s Dol 4 0l
(0Blay ol pon il Jol Gloray o gt wilio 48 550 ol (glad Sy o
Lasl asbil slaesls 51 Cblim osas Sl jie cdams 1l 53 LSS 1y sl
S i Gyt Dk 5l ol b ablis 6l sl SO ol Olgee
S ol A8 e Jes 5 bl Sao s Gapta pias 58 b
Lol sl glaesls 51 cblim ogae Sl ke s 5555 ol 550 el
Slas sazs 5 LS o 3lml 555 Glaesls 5 00 2l J 28 G 5o 2de sl
Doz 53 ot o pad Slaesls S5B 25bn le 1 Welill 5 sl s )
B P18 ) 3 ol LS e e a6 bl 5 3 52 lageead
pde (s (ilid sl Gl 5 ke Gai e SO e Janll yiues
5 Sl S gl (] (o et (Gl e (SSSS ]
5 Sto s Gt 3l 20 Sl b ablis gl S 0,8 e ol Soes
by ramen LL (OIS Gl ol sies 5 Bdm 18l Aes (55,2



00
o
W ._.;@m}'jdueiugu)ﬁ)gjduaihj\&&}dﬁw}m e

°_5>”)'>‘)LAJ2“‘)LLgﬁ.‘ﬁw_}}‘(ﬁuw&)wds&b“'bj*z’%ﬁ‘((LAU’:’))|
Jos oLl w4 b1l ol aSCul (sl ccpl 2 osdle 5,8 o B 53 5550 5 Shes

(Rl edle L sl 3 L OLSSL b s ok, GladS 5 3pd e

i adlia Gl lad 43 Sz U sadie 4llia oyl sadlia Gl
DL ) 8y )y Jeli AS T (3 g3 50 BDA) Bl alad callie (&0 55 3 BYA) J gual
Jea 5 s bupie claoly Jaa b (s o)y (o)) S0 slagin 55y 1SS cllin JlcSy ) i Jla )l b s
G 4 allie op) Gl miha S Cule )l 8a s 55 L o5 se alEIL Cylia ) alie

Sl sl sala (S suaa

shie Sos a0 &S Cul (65,00 Slamlr ann g gl (lala g sl s ol
3t SE5 IS b s, el lapear s 53 5 L3k gt (]
Sl L sgas Jon Glagiaan ¢ln ol Dlpide sl as UL
Sore 3 T lap ik baw g edsal)l sy Slods ale (0T (6308
53 LOT 3l (ol 15 58 Jol= Olebl 5l ol aes o gl 516 e
ol 5 mle 08 Sl Ol b oplply s el LSS Sl ke
3 e anslr 50030 (gl balpl ol S sba  Suas i glaptom b Jas o &l o
S L Olll &S conl (g5 0 Gland 0le 5 cdsudior 5 S0, SO kil e
(I gl el i 53 S i abe 3l camlr sla it skl s des I8
e Sl s shisel il QL it SIS wlsls slas Shee

.:J:f{ﬁjs (Lledd sl (654 255 L;UW:&S&QUB o5 94 (O $B i5e (gl >



o
o
Qo
1) \f~bﬁlﬂﬁ€}uaJM«?A.\;Aa)}é M

@\;.a

bosls 5l Colam  Jsi= slacsmlr dude Llos (V640 Y) daee o aliiler 5 das (L das]
AT 0 (DN cledb] (s 5li5 5 gim aolideas sl 5 015l s

s geas s Il 1 S0 Gl 5 35 se Glaes ol el 8L .08 Y) Ll b
NAVO () VN ¢ Fpim el aolilad (0o 55 plad Slag o35 (52 50 axlllas)

22 p-”w)i“ bl sse Gl s ;;VLQ S S (VEY) L (b s e (SOUL L
=08 (VY woshs 5 S 5 o aelidad . S i Sy ghd oo asslgiin St
YA

S estizad Uoslazel 5 Ol e olgein wlle (VE0Y) 8o el gols 5 anbl wiisl,
FUYYY O e stz an 5 ledb) (55l aolilas (IS s glazzl aeis

slaslsyl 3 5 ol ans dur:wﬂ Izl 381y (VEY) gz sl = 5 plo (Do
IVA=YON () V8 o s clelles wolidai O 3 si> sladely 5 oz, S

5 ke Dl aax ) Gsim Cstee 5 (ian pn 080Y) L S 0 S Ol 05280
s s alieg s A (Fad Oudad 4 (S JS 01

S S Sl s sdanslgi 61-"‘('5*“:-" 5,8 .(0740) e Q\}.’.V,J.w: K rL’.@. (2laols 5

References

Aggarwal, C. C. (2016). Recommender systems. The textbook. Springer.

Ahmadvand, M., & Jahanshahi, M. (2023). A Comparative Analysis of
Legal Frameworks for Data Protection in Iran and Europe. Journal of
Information Technology Law, 6(2), 115-132. [in Persian]

Alai, S., & Hosseinzadeh, J. (2022). An analysis of the independence of
black-box algorithms in algorithmic contracts and their legal
implications. Journal of Legal Studies, 14(1), 251-278. [in Persian]

Beil, D, et al. (2019). Fairness and bias in recommender systems. ACM
Conference on Fairness, Accountability, and Transparency, 4.

Bernal, (2014). Data gathering, surveillance and human rights: Recasting the
debate. Journal of Cyber Policy, 1(2), 13-29.



0
o
o
w ,_,;@m;jdue:\w,:)gﬁmmj\abusjd)ﬁw}:m 1Y

European Commission. (2020c). White Paper on Artificial Intelligence: A
European approach to excellence and trust. Publications Office of the
European Union.

European Commission. (2021). Proposal for a Regulation laying down
harmonised rules on artificial intelligence.  https://digital-
strategy.ec.europa.cu/en/library/proposal-regulation-laying-down-
harmonised-rules-artificial-intelligence

European Parliament. (2020). Ethical implications of Al: Discrimination and
bias. EU Publications.

European Parliament. (2020). Regulation on the use of artificial intelligence
in the EU. Official Journal of the European Union.

European Parliament. (2025). EU Al Act: First regulation on artificial
intelligence.
https://www.europarl.europa.eu/topics/en/article/20230601ST0O93804/eu-
ai-act-first-regulation-on-artificial-intelligence

Exabeam. (2025). The intersection of GDPR and Al and 6 compliance best
practices. https://www.exabeam.com/explainers/gdpr-compliance/the-
intersection-of-gdpr-and-ai-and-6-compliance-best-practices/

Floridi, L, et al. (2018). Al4People—An ethical framework for a good Al
society: Opportunities, risks, principles, and recommendations. Minds
and Machines, 28(4), 689-707.

Guszcza, J., Mahoney, S., & Laskowski, N. (2020). Designing Al
responsibly: Principles and practices for ethical implementation. Journal
of Business Ethics, 167(1), 180-195.

Herlocker, J. L., Konstan, J. A., Terveen, L. G., & Riedl, J. T. (2004).
Evaluating collaborative filtering recommender systems. ACM
Transactions on Information Systems, 22(1), 5-53.

Jannach, D., Zanker, M., Felfernig, A., & Friedrich, G. (2010).
Recommender systems: An introduction. Cambridge: Cambridge
University Press.

Kingston, J. K. C. (2023). Artificial Intelligence and Legal Responsibility (S.
Solhchi & K. Biglarbeigi, Trans.). Legal Civilization, (18), Special Issue
on Artificial Intelligence. [in Persian]

Lops, de Gemmis, M., & Semeraro, G. (2011). Content-based recommender
systems: State of the art and trends. In F. Ricci, L. Rokach, B. Shapira, &
B. Kantor (Eds.), Recommender systems handbook (73—105). Springer.

Magrani, F., Dignum, V., & van de Poel, 1. (2019). Value-sensitive design
and artificial intelligence: Principles and practices. A & Society, 34(1),
128-235

Magrani, M. (2014). Information filtering and recommender systems.
Academic Press.



o
o
Qo
1y \f~bﬁlﬂﬁ€}uaJM‘?A.\;Aa)}é M

Milano, S., et al. (2019). Ethical challenges in recommender systems.
Journal of Al Ethics, 3(1), 5-15.

Milano, S., Mittelstadt, B., & Floridi, L. (2019). Reassessing the GDPR’s
impact on automated decision-making. FEthics and Information
Technology, 21(3), 15-21.

Monteiro, J. (2018). Understanding the right to explanation in data
protection law. Privacy & Data Protection Journal, 10(1), 12—13.

Mulholland, & Frajhof, J. (2019). Privacy and discrimination risks in
profiling. Information Systems Frontiers, 21(2), 269-280.

Nadee, K. (2016). Data preprocessing for recommender systems: A
comprehensive survey. International Journal of Computer Applications,
975(16), 16-23.

Parsa, N. (2025). Inefficiency of existing insurance regulations in accidents
arising from the autonomy of artificial intelligence (A case study of fully
autonomous vehicles). Journal of Legal Studies, 16(4), 75-108. [in
Persian]

Privacy International. (2018). Surveillance and the right to privacy. Privacy
International Report.

Raza, S., et al. (2024). A comprehensive review of recommender systems:
Transitioning from theory to practice. arXiv preprint, arXiv:2407.13699.
https://arxiv.org/html/2407.13699v 1

Reinhold, J., & Miiller, O. (2021). The EU Al Act and high-risk Al systems
compliance. Springer.

Rezaei-Mehr, F., & Dadkhah, C. (2023). A Time- and Trust-Based
Recommender System Using Graph-Based Community Detection.
Information Technology and Artificial Intelligence, 12(46), 327-360. [in
Persian]

Robati Anarki, M, & Riahi, N. (2023). An Evolutionary Method for
Improving Algorithm Selection in Collaborative Filtering Recommender
Systems. Signal and Data Processing, 20(1), 59—78. Khajeh Nasir al-Din
Toosi Research Institute for Advanced Technologies. [in Persian]

Sharma, A., Cosley, D., & Lam, S. K. (2021). The role of explainability in
trust and wuser engagement with recommender systems. ACM
Transactions on Interactive Intelligent Systems, 11(2), 67-89.

Silva, S. (2020). Behavioral analytics and fairness in automated decision-
making. Artificial Intelligence and Law, 28(2), 208-215.

Souza, L., Reis, J., & Silva (2021). User rights and the challenges of
algorithmic transparency. Journal of Information Rights, 5(4), 470—485.

Tejeda-Lorente, A, et al. (2018). Transparency in recommender systems.
ACM RecSys Workshop on Algorithm Transparency and Accountability.



o
Q
o
W ._.;@m}'jdueiugu)ﬁ)g).\uaihj\&&}dﬁw}m ¢

Van Ooijen, C., & Vrabec, K. (2018). Strengthening data subject rights
under the GDPR. International Data Privacy Law, 8(2), 89—102.

WP29 (Article 29 Working Party). (2014). Guidelines on transparency under
the GDPR. European Commission.

WP29 (Article 29 Working Party). (2017). Guidelines on automated
individual decision-making and profiling. European Commission.

WP29 (Article 29 Working Party). (2018). Guidelines on automated
individual decision-making and profiling for the purposes of Regulation
2016/679. European Data Protection Board.

Yazdanpanahi, B., & Mosallinejad, A. (2016). Application of Recommender
Systems in E-Commerce. In Proceedings of the 5th International
Conference on Computer, Electrical and Electronics Engineering (pp. 45—
50). [in Persian]

Zhang, S., Yao, L., Sun, A., & Tay, Y. (2020). Deep learning-based
recommender system: A survey and new perspectives. ACM Computing
Surveys, 52(1), 217-221.



