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Abstract

The Preamble to the Universal Declaration of Human Rights proclaims the
aspiration for a world where individuals are free to express their opinions
without fear as the highest goal of humanity. This right has faced numerous
ups and downs throughout history, and in the digital age, with the
transformation of communication platforms and patterns, many questions
have arisen regarding its protection. The internet, as the dominant
communication medium in our time, has advanced and provided us with new
communication tools such as social media, and it continues to evolve. With
the changing communication platforms and patterns in the digital age and the
emergence of new technologies, many questions have arisen about how to
protect the right to freedom of expression. Theorists and lawmakers often
base the principles and laws protecting freedom of expression on the
fundamental characteristics of human communication. However, new
technologies can change communication patterns in a way that calls into
guestion the basis of these principles and laws.

Given the technical structure of the internet, there are numerous problems
surrounding online freedom of expression. Simply put, the internet is a
globally interconnected network of computer networks that are voluntarily
connected using common technical standards. On the internet, any user can
make content available to other users, whether partially (one-to-one
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communication) or more extensively (one-to-many communication). The
internet enables one-to-one communication through communication
platforms such as email, chat, and short messages. Generally, the World
Wide Web is used for one-to-many internet communications, which sends
content to the entire network simultaneously through hyperlinks. The
internet provides various types of media content, including text, audio, still
and moving images. However, no central authority controls the internet's
infrastructure or the flow of online information.

If there is unhindered access to the internet, anyone can easily access
news and information from the other side of the world, just as easily as local
news. This transnational scope of the internet has significant implications for
the freedom and utility of online speech, as all types of online
communication can cross national and cultural boundaries. Content
providers can choose hosting for their information in a less regulated
jurisdiction, thereby circumventing the direct regulations of their home
jurisdiction. The transnational reach of the internet also makes online
freedom of speech problems transnational. The different approaches of
various legal systems to freedom of speech problems are now testing
democracy more than ever, especially since the internet's transcendence of
national borders has placed these approaches in direct conflict and
contradiction.

The first step to any approach is to accurately identify the obstacles and
problems. Therefore, this article attempts to identify the obstacles and
problems that the online space has created for protecting this right. It seems
necessary to examine the United States legal system's approach to the
internet as one of the most important and influential legal systems in the
world to find these challenges. Freedom of speech in this legal system has
historically been of particular importance and significance, and the First
Amendment to the US Constitution guarantees this right.

The transnational scope of the internet has significant implications for the
freedom and utility of online speech, as all types of online communication
can cross national and cultural boundaries. Content providers can choose
hosting for their information in a less regulated jurisdiction, thereby
circumventing the direct regulations of their home jurisdiction. The
transnational reach of the internet also makes online freedom of speech
problems transnational.

Just as the internet can increase the benefits of speech, it also has the
power to increase the harms of speech that governments may not want to
curb. The internet creates new ways for governments and private companies
to increase their dominance over people and societies. Although social media
occupies a vast cultural space, some argue that these media promote limited
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interactive methods and marginalize other forms of human communication.
To better understand the problems arising from the internet and social media,
the architecture and communication structure of the internet are briefly
described. Part of the challenges of lawmaking in this area are the structural
concerns of the internet that have limited online freedom of expression and
increased the importance of regulations in the digital age; these problems
include inequality in internet access, the concentration of private sector
power, and the practical problems of regulating content. Finally, the article
addresses privacy, intellectual property, the authenticity, and the influence of
online news sources, which encompass the most significant substantive
concerns of online communication. These fundamental issues in the realm of
online communication give rise to new concerns and challenges in the legal
field. By emphasizing points of importance for the future, this article seeks
to explain and solve the problems governing the right to freedom of
expression in the digital world and to continue developments in this area and
propose possible solutions to guarantee this right in the future.

Ultimately, laws protecting online freedom of expression must consider
the harms of the internet alongside its benefits. At the same time, this should
not lead to a hasty reaction to address these problems; instead, we should
seek regulatory strategies consistent with democratic values to identify and
control harmful speech.

Keywords: freedom of speech, internet, legislative challenges, social media,
digital age.
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1. Defamation Of Individuals

2. Hate Speech

3.White Supremacists

4. Neo-Nazis

5. Matal VV Tam, 137 S Ct 1744 (2017)

6. Charter Of Fundamental Rights Of The European Union [2012] OJ 326, Title I, Art 11.
7.1BID, Title Il, Art 12
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8.IBID, Title I, Art 1

1. IBID, Title Il, Art 7,8

2.1BID, Title

3. European Commission Press Release IP/16/1937: European Commission And IT
Companies Announce Code Of Conduct On Illegal Online Hate Speech (European
Commission, 31 May 2016).

4. Act To Improve Enforcement Of The Law In Social Networks (Network Enforcement Act)

2017.

5. Intermediary Regulation

6. A Website Hosting Company

7. Public Prosecutor VV Maffais, Case No 54946/2016 (27 December 2016).

8. Telecommunications Carriage Services
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1. Criminal Code Act 1995 (Cth) Sch 1 Pt 10.6 Div 474.17.

2. Racial Discrimination Act 1975 (Cth) S 18C

3.Jones V Toben (2002) 71ALD 629

4. Ethnic Identities Of Fairer-Skinned Aboriginal Australians

5. Eatock V Bolt (2011) 197 FCR 261

6. Warman V Winnicki (2006) Carswellnat 6178; Warman V Northern Alliance (2009)
Carswellnat 581.

7. Citron V Zundel (2002) Carswellnat 4364

8. Whatcott V Saskatchewan Human Rights Tribunal [2013] 1 SCR 467
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1. Google Spain SL V Agenda De Protecdon De Datos
2. Case C-131/12, ECLI:EU:C:20i4:3i7 [13 May 2014]
3. Data Controllers
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1. Creative Commons Licenses

2. Communications Decency Act 47 USC § 230(C)(1) (1996)
3. Digital Millennium Copyright Act 17 USC § 512 (2012)

4. This ‘Notice And Takedown’ System

5. Copyright Amendment (Online Infringement) Act 2015 (Cth)
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2. Case C-360/13 [2014] ECLI:EU:C:20i4: 1i95 [5 June 2014]
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